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“Dealing With SPAM”
Join us at our Club meeting, Monday February 2 at 19:30

RCAF Wing 404 Club, Dutton Dr., Waterloo, ON (just off of Weber St. N.)
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Many InternetServiceProvidersarereportingthat unsolicitedmail, alsoknown asSPAM, occupies
well in excessof 60% of their availablebandwidth. Most memberscan probably attest to this
number as their inboxes overflow with SPAM. 

Therearemanygoodmethodsof combatingthis annoyingphenomenon.Club memberPaulCassel
VE3SY will provide an informative presentation on evading SPAM.
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After theoverwhelmingsuccessof the last foxhuntwe areall looking forwardto its successor!This
time the fox will havea wholenewsoundthanksto a PicConcontrollerthatwill sportvarioustones
and bells and whistles.  No more sneak previews though, from here on in you will have to come out to
hear it.

Make sure to bring along a guest!  The execs have indicated that they would like to sign up guests as
new associate KWARC members.   Please e-mail foxhunt@rogers.com so that we can have an idea
of who to expect.  We will be starting out at the Tim Hortons at River Rd. & Ottawa St. N.  See
y'all on Feb 22, 2004 at 1:00PM.  Do note the date change.       Terry VE3NSV

About The Kilowatter
The Kilowatter is published10 times a year (Sept-June)by the Kitchener-WaterlooAmateurRadio Club (KWARC). Opinions
expressedor implied hereinarethoseof theauthor. KWARC assumesno responsibilityfor the accuracyof the content. Drafts for
inclusionin theKilowatter aredueon the 15th of the monthprior to publication. Permissionto useKWARC Kilowatter articlesfor
non-profit amateur radio club publications is hereby granted.   For other all uses, please contact the editor. 

All material Copyright © 2003 Kitchener-Waterloo Amateur Radio Club, unless otherwise noted.

Kitchener-Waterloo Amateur Radio Club
Box  34012   Highland Hills Postal Station

Kitchener, Ontario  N2N 3G2

Editor:   Erich J. Ritzmann
E-mail:  editor@kwarc.org

Web Site: http:  //www.kwarc.org/  
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Do you havea computer? How abouta sound
card? Lots of memory? If so,you needto make
room for the many free ham developed
programs,becausewith thesimpleadditionof an
HF radioandaninterface,you too canjoin in the
digital ham radio revolution! 

Basiclicence? No problem. If you havean HF
receiver,all you needis speakeraudio into the
soundcardandwith theright softwareyou areall
set to “listen” to some very interesting stations.

Most amateurradio digital modesare operated
like one might “operate” instant messagingon
the Internet. However, some modes lend
themselves to internetworking using TCP/IP
protocolsandcaneasilybe gatewayedusingthe
built-in software of certain operating systems
such as Linux.
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Think of digital modesas a more sophisticated
machinableMorse– CW is in fact the oldestof
the digital meansof communication. And quite
a number of sound card decoding software
programshaveprovisionto decodeCW aswell.
Most TNCs (more on this later) also, enable
machinedecodingof CW. And, whereasCW
will continue to have its ardent following, the
advancementof the stateof the art of amateur
radio lies in the newer digital modes.

Ratherthanshortandlong CW pulses,however,
digital modeswill do somethinglike vary the
frequencybetweentwo known values. This is
often referred to as frequency-shift keying
(FSK). FSK is sentby either shifting a carrier
frequency(F1B) or modulating SSB with two
shifting audio tones (AFSK).

Alternatively, we can apply a little more
sophistication. Phase-shift keying (PSK)
changes phase of a signal against some
reference,to representits states. Whensending
PSK, a complexaudiowaveformis transmitted
by SSB.Trackingis muchmorecritical for PSK,

thus requiring greater frequency stability. 

Often we hear the term 'baud' being used.
Usually this refersto the numberof bits thatcan
be transmittedin one second. In Morse, one
might think of a bit asa dit or dah. However,in
digital, mostoften fixed sizecharactersareused
– sevenor eightbits arecommon. So,300baud
meansthat approximately37 English characters
canbe transferred,per second. Thoughthis is
fasterthananyonecantype,it is slow whenused
to transfer large picture or sound files.

In CW we havemoreor lessoneway to encode
characters– the Morse way. In digital modes
thereareseveralencodingsin commonuse. The
commonlyused7 bit characterencodingis often
referredto asASCII. If a personspeaksGerman
or French,you might find yourselfusingan8 bit
encoding referred to as extended ASCII.
However, there are many ISO standardsfor
extendedASCII codepages,so if your accented
charactersdon't look right you might be using
thewrongone. To improvethis situation,digital
folks havemorerecentlybegunto switch to a 16
bit standard referred to as Unicode.

Digital signal processing(DSP) techniquesuse
your high speedcomputerto convertaudio into
digital, so that a programcan manipulate the
coded audio mathematically, in ways not
possiblewith traditional hardwarefilters. The
16 and32 bit soundcardsfound in modernPCs
provide this capability.

Two basicapproachesto digital aretakenby the
variousmodes.With oneapproachthecomputer
hardwareis relied on to deliver the text end to
end. This is good, in the sensethat if I senda
letter 'A', the party at the other end also seesa
letter 'A'. But, what if I want to sendsomething
with a non-latinalphabetlike Hebrew? Or, what
if I want to send digital audio or video?  

For reasonslike thesewe might resort to fuzzy
modes. Theseallow the human eye, ear, and
brain to be used to its maximum potential.
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Examples might include HFFAX, SSTV and
Hellschreiber.
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In order to place your transceiverunder the
control of your computeryou will needa means
of interfacing the two. Most commonly this
means that you will be using an intervening
devicereferredto as a terminal nodecontroller
(TNC). There are variations on the theme
depending on the capabilities built into the
firmware of the TNC. 

With a simpleTNC, you will typically haveone
D typeconnectorwhich will connectto theserial
port of your computer. Another5 pin DIN plug
on the TNC will connect to your transceiver
microphoneand speaker. ConnectingTNC to
microphoneand speakermay require a special
cable,consult your manual for details. On a
more moderntransceiver, connectorswill plug
into the 6 pin mini-DIN (or, occasionally8 pin)
on the data port. TNCs are commonly
manufacturedby companiessuchasKantronics,
MFJ and Timewave (formerly AEA).

You then usesoftwareon your computerwhich
communicatesvia theserialport andwill decode
theradio databasedon thevariousdigital modes
describedin this article. Softwareis available
for all of the common personal computer
platforms such as DOS, Windows, Linux, and
Apple.

Some interface devicessuch as the Timewave
PK232MBX have a feature that permits direct
sound card accessand will use a soundcard

program running on your PC to decode the
differentmodes. If you want to takeadvantage
of this powerful feature,you bestcheckinto the
platform dependencies before buying.

Operatingin thesemodesis somewhatdifferent
than voice SSB. Lower power is definitely the
norm. I typically run 10-15wattswith no ALC
and can regularily makecontactswith Europe,
South America and North America. I have
decoded,though not worked, Australia, Japan,
Africa and Asia. Most of my operationis on
20m, with some 40m, and some 10m when open.
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PSK31mode led the way starting in 1997,and
since then experimentation has shown that
incrementalimprovementscan be made. The
popularity of a single mode, like PSK31, over
othernew modesseemsto bedriven at this time
by the number of freeware programs are
available for the mode. 

PSK31 combines the advantagesof a simple
variable length text code with a narrow
bandwidthphase-shiftkeying(PSK)signalusing
DSPtechniques.This modeis designedfor "real
time" keyboardoperationandat 31 baudis only
fast enoughto keepup with the typical amateur
typist. PSK31enjoysgreatpopularityon the HF
bandstodayandis presentlythestandardfor live
keyboardcommunications.Most of the ASCII
charactersare supported. A second version
having four (quad) phase shifts (QPSK) is
availablethat providesforward error correction
(FEC) at the cost of reducedSignal to Noise
ratio. 

TOR is anacronymfor TeleprintingOverRadio.
It is traditionally used to describe the three
popular"error free" operatingmodes,AMTOR,
PACTOR and G-TOR. The main method for
error correction is from a technique called
automaticrepeatrequest(ARQ) which is sentby
the receivingstation to verify any misseddata.
Since they share the same method of
transmission,FSK, they can be economically
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providedtogetherin oneTNC modemandeasily
operated with any modern radio transceiver.
TOR methodsthat do not use the ARQ hand-
shake can be easily operated with readily
available software programs for personal
computers.For theseless complex modes,the
TNC is replacedby an on-boardsoundcard or
out-boardaudio device. Thesemodesmay use
redundancyor "humanprocessing"to achievea
level of error correction.

AMTOR is anFSK modethat mainly of interest
from a historical perspective.While a robust
mode,it only has5 bits, as did its predecessor
RTTY, and cannottransferaccentedcharacters,
or binary data. With a setoperatingrateof 100
baud, it doesnot effectively competewith the
speedanderror correctionof moremodernARQ
modes.The non-ARQ version of this mode is
known as SITOR-B by the Marine Information
Services.

PACTORis an FSK modethat is a standardon
most modern TNCs. It is designed with a
combinationof packetandAmtor Techniques.It
is the most popular ARQ digital mode on
amateur HF today. This with its 200 baud
operatingrate, Huffman compressiontechnique
and true binary data transfer capability, this
mode is a major advancement over AMTOR.

PACTOR-II is a robustmodewhich works well
under varying conditions. It usesstrong logic,
automaticfrequencytracking,is DSPbasedand
is eight times faster than PACTOR. Both
PACTORandPACTOR-2usethesameprotocol
handshake, making the modes compatible. 

...the protocol that brought back
those good photos of Saturn and
Jupiter from the Voyager space
shots...

PACTOR-III is a proprietary mode used for
messageand traffic handling over an HF radio

circuit. Use of Pactor-III protocol is limited for
US hamsand some other countriesdue to the
very wide bandwidth of the Pactor-III signal.
Presently, digital signals that occupy the
bandwidthof PCT-III arerestrictedto a few sub
bands: 28.120-28.189 MHz, 24.925-24.930
MHz, 21.090-21.100MHz, 18.105-18.110MHz,
14.0950-14.0995MHz, 14.1005-14.112MHz,
10.140-10.150 MHz, 7.100-7.105 MHz, or
3.620-3.635MHz. Only theembeddedhardware
(modem)from the Germancompanythat owns
the rights to this mode, is capableof operating
Pactor-III. 

G-TOR (Golay -TOR) is an FSK mode that
offers a fast transferrate comparedto Pactor.It
incorporatesa data inter-leaving system that
assists in minimizing the effectsof atmospheric
noiseand hasthe ability to fix garbleddata.G-
TOR tries to perform all transmissionsat 300
baud but drops to 200 baud if difficulties are
encounteredand finally to 100 baud. The
protocol that broughtbackthosegoodphotosof
SaturnandJupiterfrom the Voyagerspaceshots
was devisedby M.Golay which had now been
adaptedfor hamradio use. G-TOR is found in
only onemanufacturer'sTNC andis rarely used
today. 

CLOVER is a PSK mode which provides full
duplex simulation. It is well-suited for HF
operation, especially under good conditions.
However, there are differences between
CLOVER modems.The original modem was
namedCLOVER-I, the latestDSPbasedmodem
is named CLOVER-II. Clover's key
characteristicsare band-width efficiency with
high error-correcteddatarates.Clover adaptsto
conditionsby constantlymonitoringthe received
signal. Based on this monitoring, Clover
determines the best modulation scheme to use. 

RTTY or "RadioTeletype"is anFSK modethat
has been in use longer than any other digital
mode except Morse. RTTY is a very simple
techniquewhich usesa five-bit character.At 45
baud this correspondsto a typing speedof 60
WPM. Thereis no error correctionprovidedin
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RTTY – noise and interference can have a
seriouslydetrimentaleffect. Despiteits relative
disadvantages,RTTY is still popular with die-
hard operators. 

HF PACKET radio is an FSK mode that is an
adaptationof the very popularpacketradioused
on VHF andUHF. Although the HF versionof
packetradio hasa muchreducedbandwidthdue
to thenoiselevelsassociatedwith HF operation,
it maintains the sameprotocols and ability to
"node"manystationson onefrequency. At 300
baud,this modeis mainly usedto pass routine
traffic and data between areas where VHF
repeatersare lacking. Packettraffic can easily
lend itself to internetworking.

HELLSCHREIBERis a methodof sendingand
receiving text using facsimile technology.This
modehasbeenarounda long time andtherecent
use of PC sound cards as DSP units has
increasedinterest in Hellschreiber.The single-
toneversion(Feld-Hell) is the methodof choice
for HF operation.It is an on-off keyed system
with 122.5dots/second,or abouta 35 WPM text
rate and a narrow bandwidth of about 75 Hz.
Text charactersare "painted" on the screen,as
apposedto being decodedand printed. A new
"designer"flavor of this modecalledFM HELL
hassomeadvantagefor providing betterquality
print, at the expenseof a greaterduty cycle. As
with other"fuzzy modes"it hastheadvantageof
using the "human processor" for error correction.

...push DSP into the area where
other methods fail because of
sensitivity or propagation
difficulties...

MT63 is a new DSP basedmode for sending
keyboardtext over pathsthat experiencefading
and interference from other signals. It is
accomplishedby a complex schemeto encode

text in a matrix of 64 tones over time and
frequency. This overkill method provides a
"cushion" of error correction at the
receivingend while still providing a 100 WPM
rate. The wide bandwidth of 1Khz makesthis
modelessdesirableon crowdedhambandssuch
as20 meters. A fast computeris neededto use
all functions of this mode.

THROB is yet another new DSP sound card
mode that attempts to use Fast Fourier
Transformtechnologyto decodea 5 tonesignal.
TheTHROB programis anattemptto pushDSP
into theareawhereothermethodsfail becauseof
sensitivity or propagationdifficulties and at the
sametime work at a reasonablespeed. The text
speedis slower thanothermodesbut the author
(G3PPT) has been improving on this with his
multiple frequency shift keying (MFSK)
program. 

MFSK16 is an advancementto the THROB
modeand encodes16 tones. A soundcard and
Fast Fourier Transform technology is used to
decode the ASCII characters,and Constant
PhaseFrequencyShift Keying to sendthecoded
signal. Continuous Forward Error Correction
(FEC) sendsall data twice with an interleaving
techniqueto reduceerrors from impulse noise
andstaticcrashes.A new improvedVaricodeis
used to increase the efficiency of sending
extendedASCII characters,makingit possibleto
transfershort data files betweenstationsunder
fair to good conditions. The relatively wide
bandwidthof 316Hz for this modeallows faster
baud rates and greaterimmunity to multi-path
phaseshift. This modeis becominga standard
for reliable keyboardto keyboardoperationand
is available in several popular programs. 
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We have discussedsome of the distinguishing
features of live HF digital operation today.
Notably, they enable the use of low power
equipment,compact, or even indoor antennas
and always, courteous operating technique.
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ž http://www.packetradio.com/tnc.htm – shows
many different controllers.

ž http://www.wb8nut.com/digital.html –
examples of how the different modes sound.

ž http://psk31.com – in-depth site on PSK.
ž http://www.aintel.bi.ehu.es/software.html  – a

psk site with very good interface information.
ž http://www.kwarc.org/digital/index.html –

excellent info. in our very own back yard.

This summary of HF digital modes was based on
Rich Griffin NB6Z  (Used with permission.):

http://home.teleport.com/~nb6z/main.htm

Adapted by John Lindsay VE3SJV 
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How prepared are you for an emergency
interrupting your normal family routine? Have
you discussed a family disaster  plan at home, for
fire, or a weatherinduceddisaster?Do youhave
an adequatefirst aid kit, flares or reflectors,
water,anda fire extinguisherin your vehicleand
that of your spouse? With the currentspell of
cold weather,now is a goodtime to re-evaluate
your family's emergency preparedness. 
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If your family ever needs to evacuate, the
processis less upsettingwheneveryonealready
knows the plan. You must plan for young
children, the elderly, animalsand other special
possibilities. Whenyour smokealarmgoesoff,
crawl low to avoid smoke,exit the door, and
close it behind you. Arrange to meet outside.
Assignsomeoneto go to a neighbor'shouseor
usea portablephoneto call 911. Designate a
pre-arrangedshelter with a neighbor within
walking distance,where kids know they will be
safe. The elderly need someoneto check on
them daily andan alternatewhom they cancall
for help if you aren't there. 

If your neighborhoodis told to evacuate,your
family will be more at ease if they have
somewhere else to go, instead of a public
shelter. Evenwhen local phoneserviceis out,
long distancemight still work. Designate an
out-of-areafriend who agreesto acceptcollect
callsfrom family sothateveryoneknowswho to

call to let othersknow wherethey are. Ensure
that family membersknow where and how to
shutoff the electricity,gasandwaterat themain
sources,shouldtheyneedto evacuate.Are your
main utility shut-offs in the home plainly
marked?Is thereanadjustablewrenchnearyour
gas meter? If your family ever needs to
evacuate,turning off all utilities will reducethe
risk of fire, shock hazards and water damage. 
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Your family's disastersupplykit shouldinclude:
essentialnon-perishablefood, water, first aid,
safety items, a flashlight, extra batteries,
individual changes of clothing, socks and
underwear,sturdy shoes,personalmedications,
sanitarysuppliesandcomfort items. Your hand-
heldradioshouldbeavailableaspartof this kit.
If you donot havea mobilerig, includea 12 volt
vehicle plug in cable. This kit should be
packagedin a portable pack that can be easily
takenwith you shouldit everbecomenecessary
to  evacuate your home on short notice.

Emergency preparation is like good home
insurancein that it requirescarefulplanningand
someeffort andexpense.For thepeaceof mind
that it bringsandthegrief thatit canavert,it will
be a worthwhile investment.

Larry Gorman VE3LGN KWARC ARES Emergency Coordinator

(Derived from the excellent RACES article "Storm Ready" by Ed Harris, KE4SKY –
http://www.eham.net/articles/7176)
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We have two issuesto resolvein the next few
weeks. First, thecomputerfor VA3SED-BBSis
built andrunning,but I'm havinga realchallenge
getting the bulletin board system(BBS) to run
underanynew versionof Linux. The FBB BBS
software was designedback in 1999 and I'm
uncertainwhy it won't run. It loads fine but
givesmanycritical errorsif tried to run. I will try
andloadtheold versionof MandrakeLinux later
this week. This should work as this was the
operating system it was running on.

This will haveno effect on the packetBBS that
many of you are accessingvia RF. The only
thing you will noticeright now, is that thereare
very few bulletinscomingthrough. Most of the
bulletinsarepassedfrom BBS to BBS by telnet
overtheInternet. I'm unsurewhy VE3DTV isn't
passingbulletinsby RF to VA3SED, but I have
contactedPeterto seeif we can get something
worked out.

The secondissuehas to do with the VE3SED
UHF/6 meter/Echolinksystem.This problemhas
theentireTechCommitteestumped! As mostof
youknow,whenyouenterthesystemonUHF or
6 meters,you are simulcastback out on both
bands. The problemwe haveis that if you enter
on UHF your audioonly comesout on 6 meters.
BUT, if you comein on 6 meters,you go out on
both! This makesno senseat all becausethe
transmitaudiofor both repeaterscomesfrom the
samepoint on the controller. This dilemmawill
haveto wait till thehill becomespassable,or one
of my fine readers can lend me a snowmobile :)

With all this talk aboutpacketlately,andto keep
the new Hams informed, I thought a small

primer on Packet Radio would be appropriate.
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Packet radio is a digital form of communications,
that in most cases,you can use with your
existing radios and antennas. The only other
item you will need is a Terminal Node Controller
(TNC), though I know that sounds like
something from "The Terminator" movie.
Almost any type of computerwill do. What the
TNC does is transform the languageof the
computerto an audiblesequenceof tones1200
and 2200Hz, a techniqueknown as frequency
shift keying. This can be transmittedvia your
2m or 70cmradio at 1200baud. It alsodoesthe
reverseoperationby listeningfor thesetwo tones
and sends the decoded text back to your
computer.  So what good is it?

In the early days of packet,many userswould
spendhours going keyboardto keyboardwith
the other hamsin the area. The long distance
capabilities are extended by devices called
nodes,or digipeaters(shortfor digital repeaters).
We have two owned by the KWARC, one on
145.010 VE3KSR and the other on 145.090
VE3KWQ. By using these nodes, you can
communicatewith anyoneusing packetas long
as the interveningnode can hear both parties.
VE3KSR, our wide coveragenode,consistently
has peoplechecking in from London, Toronto
and Orangeville. 

That's it for now, but next month I'll get into
what a BBS does for the users of packet.

Tedd Doda VE3TJD  KWARC Tech Chairman
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photo by Ben Sasiela VE3ST                                                    

19:35    Ben, VE3ST, called the meeting to order with 40 members + guests present.

Bill, VE3WFR, introduced the guest speaker, Staff Sgt. Ray Massicotte of the Waterloo Regional Police.  Ray gave an interesting and
informative talk on Marijuana grow operations and other drugs.  Following the presentation, Bill presented Sgt, Massicotte with our
club certificate of appreciation for his talk.�

    The 50/50 draw was won by Craig Wilker, VE3LLF.
�     St. Catherines fleamarket Feb 7, $6.00.
�     Classes hopefully starting Tuesday after Easter.
�     Gord, VE3NQK, gave report on club QSL.

21:10    Meeting adjourned.

Minutes taken by Bob Pelling VE3XNB
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TheFredHammondChapter# 73of QCWA will beawarding3 scholarshipsin 2004. Eachwill bein theamountof $500.00and
are being given to encourage students to continue their post-secondary education.

Applicantsshouldbe amateurradio operators,relatedto an amateurradio operator,or be endorsedby a memberof the Fred
HammondChapter. The criteria arestill being finalized. For information on obtainingan applicationform contactHarold at
ve3dwh@kwarc.org by February 21, 2004.
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Marion Kaufman wife of Earl VE3CTY passed away.
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It wasreportedthat the suddendeathof EdwardJ. CareyVE3BSK on Christmasmorning,wasdueto a heartattack. Ed leaveswife
Dorothy, and two sons Bill and Dan, along with extended families.
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KWARC Membership Matters
Each KWARC membershipincludesphonepatch, IRLP, accessto the online Club newsletter,a great web site and many other
worthwhile features. To keepthesequality servicesalive andwell requiresyour support– makesureyour membershipis up to date.
Completethe following form and leaveit with the treasurerat the next meeting,or mail it togetherwith your chequeto: Kitchener-
Waterloo Amateur Radio Club,  Box 34012 Highland Hills Postal Station,  Kitchener, ON  N2N 3G2.

First Name: Last Name: Call Sign:

Address:

City: Prov: Postal Code:

E-mail: Phone: Date of Birth (optional):

Full Member $20.00

    or, Senior/Student/Challenged $10.00

    or, Associate (non-voting) $10.00

Add for each additional family member $5.00

Mailed Newsletter Option plus $5.00

Cheque Number: Total Enclosed:

Comments:

Our Sponsor:
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